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Designated Official Order of Succession
Designated Official:  Hobernicht, Richard W. COL.             US Army Corps of Engineers

                                                                       503-808-4500

1st Alternate:  Harv Forsgren, Regional Forester        

US Forest Service

                                                                                      

503-808-2200

2nd Alternate:  Elaine Zielinski, State Director            

Bureau of Land Management

                                                                                      
503-808-TBA

3rd Alternate:  Markham, Charles S. LTC.               

US Army Corps of Engineers

                                                                                       
503-808-4501

4th Alternate:  Linda Goodman, Deputy Director          
US Forest Service

                                                                                                503-808-2203 
1.

Security and Safety Emergency Telephone Numbers
1.  Police and Medical Emergency……………………………………… 9-911  

2. Federal Protective Service…………………………………. 9-503-326-3463

                                                                                                      9-503-326-3072

3.  Security Officer, Lobby…………………………………….. 9-503-808-5155

4.  Security and Law Enforcement Office (COE):

      Edmund C. Spencer                                                                 9-503-808-4440

Steven B. Harman





       9-503-808-4442

5.  Health Unit (Nurse)………………………………………      9-503-808-2358

6. Emergency Coordinators:

Corps of Engineers (Bill Pennebaker)..…………………        9-503-808-4661

US Forest Service (Stan Cunningham)  …………………       9-503-808-2392

Bureau of Land Management (Jim Huff)………………          9-503-808-6410
7. Safety Offices:

Corps of Engineers (Chip Pierson)………………………        9-503-808-4540

US Forest Service TBA                                                             9-503-808-TBA

      Bureau of Land Management TBA                                           9-503-808-TBA
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RDP Security and Safety Committee Members
Ed Spencer                  US Army Corps of Engineers                  503-808-4440 Chair
                                    Security and Law Enforcement Office

Steve Harman           
US Army Corps of Engineers                  503-808-4442
                                  
Security and Law Enforcement Office

Mary Shoals           
US Army Corps of Engineers                  503-808-4442

                                  
Security and Law Enforcement Office

Winthrop Pierson        US Army Corps of Engineers                   503-808-4540

                                     Safety and Occupational Health Office

Susan Sepulveda          US Forest Service                                     503-808-2383

                                      Procurement and Property 

                                      Management

Stan Cunningham
  US Forest Service                                     503-808-2392

                                      Procurement and Property 

                                      Management

                                      US Forest Service                                    503-808-TBA

                                      Safety Office

David Thoreson            Defense Automated Printing                    503-808-5130

                                      Service

 Robert Magill               Bureau of Land Management                    503-808-TBA
                                       Law Enforcement Office

Jim Huff                         Bureau of Land Management                   503-808-6410
                                       Law Enforcement Office

Shawn Stanfil                 Bureau of Land Management                   503-808-6208
                                       Safety Office

3.

Definitions

For the purpose of the Robert Duncan Plaza Security Policy, the following definitions apply.

1. Agency Designated Official: Senior Official or the designated alternate for each tenant agency (COE, BLM, and USFS).

2. BLM:  Bureau of Land Management.

3. CFR: Code of Federal Regulations, is the codification of the general and permanent rules published in the Federal Register by the Executive departments and agencies of the Federal Government.

4. Civil Disturbance: That activity which by it's nature or acts is meant to halt, disrupt or in other ways interfere with the operation, mission, personnel or property of the Robert Duncan Plaza or it's tenant agencies. This activity may or may not be criminal; i.e. obstruction of entry/exit doors and walkways or loud incessant chanting Example: (1) The "Tre Arrow" ledge sitter and demonstrating supporters at the RDP in the summer of 2000. This activity may or may not be violent. Example:  (1) The May 2000 "Mayday" protests where violent civil disturbances occurred within the City of Portland and in close proximity to the RDP. The purpose of all such activity is to halt or interfere with the mission of the RDP and its tenant Agencies.

5. COE:  US Army Corps of Engineers, Portland District.

6. Demonstrations:  Lawful (Permit issued) or unlawful (No permit issued) assemblies of people attempting by their presence and actions to influence or change government policies or practices.

7. Designated Official: The lead agencies senior official charged with the Security and Safety of government employees of all the tenant agencies.

8. FPS:  Federal Protective Service, the law enforcement arm of GSA. 

9. GSA:  General Services Administration

10. Intruder:  A person(s) without proper identification, is unregistered with the security personnel and is apprehended in the leased GSA space.

11. MMP:  Melvin Marks Properties, owners of the Robert Duncan Plaza.

12. OEP:  Occupant Emergency Plan.

4.

13. Official Visitor: A person identified to the Security Staff prior to arrival via letter or electronic medium as one authorized to enter the facility. This individual upon the presentation of positive identification will receive a temporary badge from the 
      Security Officer in the Lobby and a pouch to contain his Federal Government ID card          

      so that it may be worn visibly on his outer clothing above the waist. Such temporary             

      badges or pouches shall be returned to the Security officer in the lobby upon              

      departure from the building.

14. Positive Identification: This shall be the identification necessary to establish identity but will not afford access into the RDP.  This identification will include a picture of the person and be issued by an agency of government (Federal, State, County or Municipality) or a company whose identification documents are deemed reliable by the Security and Safety Committee or the Designated Official and which is current within its renewal cycle. A person with positive identification may be admitted for a specific purpose and for a limited time but does not gain unescorted access of the facility.

15. RDP Security Policy: The policies in which security of the RDP has been agreed to by all affected Federal tenants of the RDP. 

16. Risk:  Is the probability and severity of a potential loss that may result from the presence of an adversary who posses a threat of personal violence to an employee, contractor or visitor, theft or vandalism of property or information. 

17.  Security Violations: Violations of listed RDP Security Policies and the Security protocols contained in; 18 USC 930, 41 CFR, DAR, and other Agency Regulations of those agencies in residence at the RDP. 

18. Security Officer: An Armed Employee of a Contract Security Service selected by the GSA to provide physical security and protection for Federal Employees and Property and are authorized to act within certain limits as defined by Federal Law and within the scope of their Contract.

19. Sufficient Identification: This shall be that identification sufficient to afford satisfactory identity for unescorted access in the RDP. An example would be an unaltered, current US Government Identification Card issued to the holder, complete with picture, issued by the Armed Services of the United States or any Agency of the Federal Government and is current within its renewal cycle.
20. USC: The United States Code(s) are a consolidation and codification by subject matter of the general and permanent laws of the United States excluding those regulations issued by executive branch agencies or laws enacted by State or local governments.
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21. USFS:  United States Forest Service.

22. Visitors:  A person with a legitimate need or purpose for entering the RDP but has not obtained prior clearance for doing so. The former may be tradesmen or delivery 
      person, member of the public desiring employment information or the spouses of                 

      assigned staff inbound for lunch or merely a short visit. Visitors shall be registered    

      with the Security Officers at the lobby kiosks and will establish their identification 
      via a positive means of identification. The visitor will then be badged and directed to  

      the office/person they wish to visit.

23. Weapons: A weapon, device, instrument, material, or substance, animate or inanimate, that is used for, or is readily capable of, causing death or serious bodily injury, except this term does not include a pocket knife with a blade length of less than 2 ½ inches in length. (Title 18, section 930, g (2).

6.
Robert Duncan Security Policies

Purpose:  To provide a uniform Robert Duncan Plaza (RDP) Internal Security Policy that is applicable to all resident agencies, the General Service Administration (GSA) and Melvin Marks Properties (MMP). This policy will provide for all employees, contractors and visitors, a secure working environment through proactive security measures designed 
to protect people, assets i.e.; information/property and operations against the threat of death, injury and loss or damage by criminal, hostile or malicious acts.

Security threats facing the RDP will be regularly assessed and managed in partnership with the Federal Protective Service and the RDP Security and Safety Sub-Committee. All necessary adjustments to counter any threat will be made jointly by all tenant agencies and MMP. Under an emergency threat situation the Designated Official or his alternate will make a decision for all the tenant agencies

All employees, contractors, and visitors will comply with these security measures and report all violations to their supervisor/manager and to the security officer(s) on duty in the lobby at extension 5155.
Responsibilities:  The Designated Official is responsible for the overall security and safety within the GSA leased space in the RDP and provides indirect oversight through the RDP Security and Safety Sub-Committee. 

Each Agency head has responsibility for the security of their operation and classified or proprietary information entrusted to them within their Agency area. They share indirect responsibility for the safety and security within their area of operation within the RDP with the designated official through their Security and Safety Sub-Committee member.

The Security and Safety Sub-Committee is responsible to ensure that the Security Policy of the RDP is in consonance with U.S. Government and industrial guidelines; assist agency heads in meeting their security obligations; develop and recommend security plans, operations and reactions to a given security threat; collect and analyze data relating to security matters for immediate or future corrective action; provide assistance to agency heads and their staffs for contracting additional security services as situations arise within the RDP; conducting RDP wide Employee Security Awareness Programs; Provide continuous review of the security posture of the RDP and researching, implementing and managing security technology and services for the RDP.

The Security and Safety Committee will at a minimum: 

· Provide guidance to Agency heads insuring security threats, vulnerabilities and risks are reviewed regularly but not less than once a year. 
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· Security measures are based on sound assessments of the risk, are appropriate to off set the risks, and are cost effective. 

· Employees are made aware of their personal responsibilities to maintain security. 

· At a frequency of not less than once every three years, a report will be made by the Security and Safety Sub-Committee containing comprehensive evaluation of the RDP Security program, a review of the last three years security threats/incidents and the adequacy of how each threat/incident was handled. This report will be directed to all Agency heads.

· Serious security violations will be reported to the Agency heads and investigated based on the seriousness of the violation and legal and/or disciplinary action taken against the offender(s). Also taken into consideration will be the extent of personal injury caused, extent of material/proprietary information loss or damage and the impact on the agency or the collective agencies reputation.

Agency heads will: 

· Insure the recommendations for additional security measures are considered at the earliest stage of all projects. 

· Security resources are adequately allocated, that security responsibilities are being met and that upper management is assured of the adequacy of the security program. 

8.

Firearms, Weapons and Explosive Policy
Title 18 USC 930:

Pursuant to Title 18 USC 930, GSA prohibits bringing or possessing firearms, or dangerous weapons in a federal facility except for authorized law enforcement personnel or other authorized persons (contract security officer) or other authorized persons in the execution of their authorized duties. 

Title 41 CFR 101-20.313
CFR 101-20.313 prohibits anyone entering with or possessing explosives while in GSA-managed property except for official purposes. Violations of 41 CFR 101-20.300 subpart are punishable under 40 USC 318c.

ENFORCEMENT

Violators of these criminal statues and regulations are subject to arrest and criminal prosecution. In addition, federal employees and contractor employees may be administratively disciplined for violating statues and regulations. 

The Federal Regulations governing this policy will be conspicuously posted at all entries into the RDP.
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Bomb Threats
Bomb Threats may be received via telephone report; e-mail, handwritten/typed message or any other means a perpetrator can devise to transmit the message. ALL
BOMB THREATS WILL BE TREATED AS REAL UNTIL COMPETENT AUTHORITIES ADVISE OTHERWISE.

Receiving a Bomb Threat: If you are the recipient or discoverer of a bomb threat, stay calm. Concentrate on the exact wording used in the message. If you receive the message via: 

Telephone call: 

· Keep the caller on the line.
· Use the Bomb Threat checklist located in your Occupant Emergency Plan (OEP) if at all possible.

· Note time you received the call.
· Get as much information as possible. Ask where the bomb is located, when is it to detonate, what does it look like, why is he doing this, advise him that if the bomb explodes, people may be injured.

· Listen for background noise, train or airplane sounds, high volume traffic noise, church/clock chimes, etc.

· What does the caller sound like? Does he have an ethnic accent, does he sound old or young, can you hear others in the background and what they are be doing (laughing), does he appear to be nervous, excited, angry, intoxicated or is his manner calm, etc.

          E-mail or written notes:

· Save e-mail and print the text of the message.

· Protect and save the written notes. Handle as little as possible. Place in a folder or envelope. Note the exact location you found the note.
10.

Suspicious Package:

· Bombs can come in any form imaginable. If you find a suspicious package or other item in an area that it shouldn’t be, consider it to be a potential explosive devise. Notify your supervisor immediately. Do not attempt to move the item. The Supervisor will notify the Designated Official and will:

· Post a guard (employees) at a safe distance and out of direct alignment with the item. Contract security personnel will relieve these employees. 
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Demonstrations and Civil Disturbance Policy
Purpose:  The Robert Duncan Plaza building (RDP) has been the target for many demonstrations over the years. There has never been any reported injury noted to any of our employees. However, demonstrators have caused physical damage to the exterior of the RDP and they have entered the building and caused mischief and minor damage to government equipment. Because demonstrations and other forms of civil disturbance often cause damage and create an unsafe atmosphere, the following policy concerning these activities must to be followed.

Responsibilities:  Any employee who notices suspicious activity, a group gathering near the building or see a group heading toward the building should notify the contract Security Officer located in the lobby of the RDP and the employees office manager. The Manager must contact the Designated Official or his/her designated alternate and briefly describe the situation to him. Include location, number of demonstrators, organization identify if known (Earth First, Earth Liberation Front), demeanor of the group (peaceful or violent), etc. 

The Federal Protective Service (FPS) and the contract Security Services are responsible for security of the Robert Duncan Plaza during demonstrations or other forms of Civil Disturbance. In the event that the demonstration/disturbance causes the building to go into a lockdown, all employees will be required to show official government ID to enter or re-enter the building. Official visitors will be required to present their agencies ID and will be provided a pouch and a means of displaying their credentials/visitor badge from the lobby Security Officer while they are in the Other visitors will be required to sign in, obtain a visitor badge and be escorted to the area they are visiting by an authorized government employee. Visitors without an official purpose will be asked to come back at another time.

Individual responsibilities:

· Avoid all interactions with the demonstrators. Do not gawk at them from within the building. This tends to encourage them.

· Have your government ID visibly displayed at all times while in the GSA leased space. 

· Exit only through designated routes identified by security personnel. Do not use the stairwell exits that open onto the street.

· Report any suspicious activity or persons within the building to the contract Security Officer or to a FPS officer.
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· Follow all the instructions of the FPS officers and the contract Security Officer. Do not become confrontational or argumentative with them. If you have a specific problem involving a FPS Officer or the contract Security Officers, report it to your
      agency security representative or a member of the RDP Security and Safety Sub-                 

      Committee for resolution.

For further details on Civil Disturbance see the Occupant Emergency Plan (OEP)
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Electronic Key Card Policy
Introduction:  The RDP entrances, garage entrances, security gates, shuttle elevator, building service elevator are electronically controlled by computer systems. After normal 
business hours, the doors and elevators are accessed by presenting an electronic key card to a keypad or hidden sensor.

The control, issue of, and control of the key cards is the responsibility of each agency. Key cards are issued to employees based on their individual needs as determined by their agency. They become issued property that the employee is responsible for though out his or her tenure in the RDP. Issuing agency must develop an internal accountability program to ensure that key cards are not lost, stolen or are in the hands of unauthorized personnel. At a minimum, a 100% yearly inventory should be conducted. 

Administrative controls: All employees and contractors who have been issued an electronic key card are required to provide reasonable amount of security over it to prevent the key from being lost, stolen or misused by an unauthorized person. All key card losses should be reported immediately to the issuing office for deletion of any access permissions from the computer database. A new card will be issued if required.

Under no circumstances will the key card be loaned or given to another person. Violation of this policy subjects the offender to administrative sanctions as well as criminal prosecution.

Upon termination of employment, the employee will be required to turn in their key card. The key cards access permissions will be zeroed out.
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RDP Identification Policy
Introduction:  In keeping with the Department of Justice recommendations and the tenant agencies objective of providing a safe and secure work environment for all government employees, contractors and visitors, a requirement for positive identification
to gain entry into the GSA leased space has been developed. This Policy defines the tenant agency’s requirement for the displaying Identification (ID) badges at all times while in GSA leased Space 

This policy is applicable to all current and future tenant agencies (currently, BLM, COE, and USFS); contractor personnel of the tenant agency and all visitors to the GSA leased space within the RDP. Uniformed officers of the Federal Protective Service (FPS) and contracted uniformed Security Service personnel on duty at the RDP are exempt from wearing the photo ID.

Administrative Controls: All personnel working in GSA leased space within the RDP are required to obtain an Identification badge on the first day of duty from the employing agency. Allowing an ID badge to be used by another person may result in administrative sanctions against both individuals up to and including termination. 

1. Identification Cards/ID Badges.

· ID badges are to be displayed with the photo clearly visible at all times while in GSA leased space within the RDP.

· All persons entering the GSA leased space within the RDP will show their badge to the contract security guard on duty.

· Official visitors to the RDP will be required to obtain a display pouch with lanyard or clip from the security guard and display their ID at all times.

· Visitors wishing to attend meetings, classes or visit agency officials, within GSA leased space, upon signing in and producing suitable pictured identification, will be issued by the Security Officer, a temporary badge and he will provide instructions to the visitor on how to wear the badge and the requirement for turning in the badge when their visit has been completed.

· Contractors working in the GSA leased space, upon signing in and producing suitable pictured identification, will be issued by the Security Officer, a temporary badge and he will provide instructions to the  visitor on how to wear the badge and the requirement for turning in the badge when their visit has been completed.

· Individuals who do not provide positive identification will be denied access to the GSA leased space.

· In the event an agency employee or contractor person is authorized entry but does not have the required badge in their possession, a temporary ID badge will be issued based on confirmation of employment.
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2.   Violations

· FPS and contracted Security Officer’s will report violations of this policy to the chair of the RDP Security and Safety Sub-Committee who in turn will be      responsible for notifying the appropriate agencies designated official.  The      agencies designated official will advise the appropriate manager(s) (or   

      immediate supervisor) if a higher manager is the violator of repeat offenders)
      or if other aggravated circumstances exist.

· The agency-designated official will notify the Chair of the RDP Security and Safety Sub-Committee of corrective actions taken.
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